
Manage and remove metadata 
Inadvertently sending documents containing 
hidden content could put a company’s 
reputation at stake.

Interactive Protect automatically assesses the 
risk contained in documents attached to 
emails, based on the security policies set up 
by IT administrators. Hidden sensitive 
information such as metadata, notes, and 
hidden comments left in Microsoft Office and 
PDF files can be easily tracked and removed.

Interactive approach to protection 
Content analysis, risk assessment, sensitive 
data removal, and encryption all happens 
before the email is sent, instead of once the 
user hits send. This revolutionary approach 
removes annoying pop-up windows, 
eliminates conflicts with other add-ins, and 
is significantly faster.

With Workshare Interactive Protect, all hidden data in email attachments – including 
track changes and comments left in documents – is highlighted for users. With options 
to clean, convert to PDF, or replace attachments with secure links, IT administrators 
can create custom policies to secure documents beyond the corporate network.
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Automate security

IT administrators decide and control the 
security protocols set up across the company 
and how files will be shared. For users, 
automated policies become transparent and 
hence don’t disrupt or change the way they 
work. 

Secure alternative to email
Shared files are encrypted end-to-end, 
direct from Outlook, and attachments are 
replaced with secure links that can contain 
expiration dates and user authentication 
requirements to ensure content is protected.

• Automatic risk assessment of
documents

• Easily remove hidden
comments, speaker notes, and
PDF metadata

• Security built-in – convert 
documents to password-
protected PDF or send as 
secure link

• Allow users to access
documents securely from any
device

• Share large files as secure links
directly from Outlook

Classify your documents
Easily restrict access to sensitive business 
documents by setting document classifications. 
The classification controls the distribution of 
documents by email and provides alerts to the 
potentially sensitive nature of a document. 
Classifications include internal use only, 
confidential settings, and full restriction – 
removing the ability to send documents via email.

Secure document repositories 
Integrate with leading ECM and DMS systems to 
automatically remove metadata before documents 
are stored in the repository. Ensure that the 
permanent version contains only the intended 
information, reducing the risk of sharing 
confidential information hidden in metadata.

Create content risk reports
Run comprehensive risk reports for Microsoft 
Office documents. Workshare shows content risk 
levels (high, medium, low) and provides the ability 
to remove sensitive content from the document 
directly from within the Office application. 

Deploy across the organization 
Simplify the installation and deployment 
process and ensure consistency across an 
organization through the Workshare 
Configuration Manager. Easily configure 
settings for a specific machine or for authorized 
users.

Key Features
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North America:  
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Europe:  
+44 20 7426 0000 / +49 6227 381 111

Asia:  
+61 2 8220 8090 / +852 2251 8985

www.workshare.com/contactus

Industry Recognition

• Workshare wins Best
Collaboration Software in The
Recorder’s Best Legal Services
issue (2012)

• Workshare nominated as Best
Cloud Provider Finalist in British
Computer Society’s 2012 UK IT
Industry Awards

• Workshare wins Gold at the
2012 Golden Bridge Awards

• Workshare named to KMWorld’s
2011 List of 100 Companies

• EContent names Workshare Top
20 Industry Leader

• Workshare honored with
Tomorrow’s Technology Today
Award

• Microsoft awards Workshare
ISV/Software Solutions Partner
of the Year

About Workshare 
Workshare is a leading provider of secure enterprise collaboration applications. Workshare allows 
individuals to easily create, share, and manage high-value content anywhere, on any device. 
Workshare enhances the efficiency of the collaborative process by enabling content owners to 
accurately track and compare changes from contributors simultaneously. Workshare also reduces 
the commercial risk posed by inadvertently sharing confidential or sensitive documents. More than 
1.8 million professionals in 70 countries use Workshare’s award-winning desktop, mobile, tablet, 
and online applications. For more information visit http://www.workshare.com or follow 
Workshare on twitter at www.twitter.com/workshare.

Enterprise-grade applications  
Workshare provides enterprise-grade data security and availability for its clients by applying the 
latest technology and best practices to safeguard data, prevent unauthorized access, and guarantee 
availability. 

Workshare cloud infrastructure is hosted by a range of fully accredited data center partners across 
Europe, Asia, and North America. Workshare data center partners are ASHRAY, ISO 27001 
Information Security Management System (ISMS), and/or SAS70 Type II audited/certified. North 
American partners are also FDA Federal Information Processing Standard (FIPS) and healthcare-
applications compliant with HIPPA’s Security and Privacy Rules.

Workshare’s desktop, server, and online applications are sanctioned by corporate IT services and can 
be installed behind the firewall

Deployment options  
Workshare flexible-deployment options enable organizations to leverage a secure, scalable, cloud-
enabled desktop, mobile, or online environment.    

Desktop 
For organizations that require direct control and onsite management of their digital content, 
Workshare Compare, Protect, and Professional desktop applications are installed behind a 
corporate firewall.

Mobile 
For organizations that require direct control and onsite management of their digital content shared via 
mobile devices, Workshare Compare and Protect Server and applications are installed at the server side.

Cloud 
A Workshare cloud deployment leverages Workshare's full capabilities in an online service, with 
an advanced data center architecture that provides exceptional security, availability,and scalability.  

Hybrid Cloud 
For organizations that require direct control and onsite management of their documents and files, the 
data can be hosted on the customer's infrastructure or behind a corporate firewall, while the 
Workshare web application is made available via a public cloud.

Customers
Workshare works with organizations of all types and sizes, particularly those that have a high degree 
of collaboration and communication among distributed stakeholders and cross-functional teams – or 
work in highly regulated sectors where document security is a prerequisite. Sectors include:

• Legal & professional services

• Business management/consulting

• Banking & financial service

• Creative & advertising services

• Healthcare & pharmaceutical

• Government & non-profit
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sales@workshare.com

• Workshare named finalist for
ILTA Vendor Award 2013

• Workshare winner of 2013 Hot
Companies and Best Products
- Best Products for Enterprise
2.0

• Winner Ovum BYOX Award
2013




