
PROTECT SERVER   DATA SHEET

Workshare Protect Server eliminates the risk of exposing sensitive data. By setting 
up a granular data policy with contextual data awareness, organizations can 
identify and remove sensitive information from a document before it is shared with 
an external party, regardless of the device being used.  

ABOUT WORKSHARE

Workshare is a leading provider of secure enterprise file sharing and collaboration applications. Workshare allows

individuals to easily create, share, and manage high-value content anywhere, on any device. Workshare enhances

the efficiency of the collaborative process by enabling content owners to accurately track and compare changes

from contributors simultaneously. Workshare also reduces the commercial risk posed by inadvertently sharing

confidential or sensitive documents. More than 2 million professionals in 70 countries use Workshare’s

award-winning desktop, mobile, tablet, and online applications. For more information visit www.workshare.com

or follow Workshare on twitter www.twitter.com/workshare.
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USER ENGAGEMENT 

Educate and empower employees to 
identify metadata and set unique policy 
exceptions for specific emails or 
recipients. For example, if authorized, a 
user can override default hidden cleaning 
actions for trusted recipients or convert 
outgoing documents to PDF.

OPERATIONAL EFFICIENCIES

Integrate Protect Server with existing 
infrastructure applications to prevent 
accidental data loss and avoid 
commercial sanctions and maintain 
company reputation without the need for 
additional hardware.

BUSINESS OPPORTUNITY 

Quick and seamless integration of 
Protect Server with Exchange to enable 
secure sharing of cleaned files from any 
device, ensuring that sensitive 
information does not fall into the wrong 
hands. 

RISK MITIGATION 

Metadata cleaning policies ensure that all 
hidden data (track changes, comments, 
hidden text, and white text) is removed 
from a file before it is sent, reducing the 
compliance and commercial risk.

Workshare Protect Server extends corporate data security policies to attachments 
sent via email, webmail, and mobile devices. Attachments are scanned for 
sensitive data - also known as metadata - and can be blocked, cleaned, converted 
to PDF, or replaced with a secure link. Policies can be tailored to cover specific 
departmental or team requirements within an organization. 

KEY FEATURES
Policy enforcement and 
compliance 

 Full admin control and auditability 

Extend data protection and secure 
file transfer to all endpoints   

SYSTEM REQUIREMENTS

HARDWARE 
Recommended:

64-bit architecture based computer 

with Intel or AMD processor 
8 GB RAM (12 GB for Windows Server 
2012) 

1GB free disk space for installation 

Gigabit Ethernet Controller

Operating System:

Microsoft Windows Server 2008 
R2 Standard x64 Edition 

Microsoft Windows Server 2012 R2 
Standard/Datacenter x64 Edition 
(recommended)

Microsoft SQL 2005 SP3 with Full 
Text Search or higher

 Microsoft SQL 2008 SP1 with Full 
Text Search (recommended)

Microsoft SQL Server 2008 Express 
Advanced Edition with Full Text 
Search

Microsoft IIS (Internet Information 
Services) 7.5, 8.0 or 8.5

Other Software Requirements:

Windows SMTP Service

ASP.NET 3.5 with Service Pack 1

Adobe Flash Player (optional)
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Database:

Microsoft Windows Server 2012 
Standard/Datacenter x64 Edition

SOFTWARE

Microsoft SQL Server 2012 with 
Full Text Search
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