
DATA LOCATION OPTIONS 

KEY FEATURES

DATA SHEET

Workshare makes it easy for users to collaborate together. Customers can choose between a 
secure public cloud deployment with specific geographical locations for data residency or a 
hybrid cloud deployment that keeps data behind a private firewall.

This unique set of data location options give organizations the control they need to ensure 
data is held in a specific jurisdiction or data location 100% owned, managed, controlled, and 
protected by the customer.

DATA LOCATION OPTIONS 

Workshare’s secure cloud provides 
customers with benefits including a pay-as-
you-use payment model (OPEX) and 
immediate deployment to internal and 
external users – without the management 
overhead associated with private 
deployments.

Workshare also allows customers to 
choose a specific location for documents 
and data. This can be a specific data center 
location provided by Workshare in the US, 
EMEA, or APAC. With this option, the 
jurisdiction under which data falls can be 
configured to match the requirements of the 
customer.

Figure 1: Cloud deployment options

Opting to store your data in a specific data center 
location means being able to choose a specific US, 
EMEA or APAC jurisdiction.

A hybrid cloud option means all data is 100% stored 
and controlled by IT behind the organization’s firewall 
or in its own outsourced data center.

Alternatively, with a hybrid cloud 
deployment, a customer’s own data center is 
used which can be fully controlled and 
managed by the internal IT department. This 
option provides customers - who already 
operate or outsource a data center - with 
their own storage for all data associated with 
Workshare.

Total flexibility over where your data 
is stored and all collaboration 
encrypted end to end

Choice over geographic location from 
our selected, highly secure EMEA, 
US, APAC data centers

Secure, hybrid cloud deployment to 
ensure company data is stored under 
your control

24/7/365 customer support

AD/LDAP integration for single sign-
on

Audit trails – all activities, all 
comments recorded and stored

 File-and folder-level permissions for 
controlling access

HTTPS/SSL 128-bit encryption  in 
transit

Admin console with user 
management

Secure file transfer with optional hidden 
data removal and PDF creation

Packaged integrations or a custom 
API for integration into Enterprise 
Content Management (ECM)  
or Document Management  Systems 
(DMS)
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ABOUT WORKSHARE

Workshare is a leading provider of secure enterprise file sharing and collaboration applications. Workshare allows 
individuals to easily create, share, and manage high-value content anywhere, on any device. Workshare enhances 
the efficiency of the collaborative process by enabling content owners to accurately track and compare changes from 
contributors simultaneously. Workshare also reduces the commercial risk posed by inadvertently sharing confidential 
or sensitive documents. More than 2 million professionals in 70 countries use Workshare’s
award-winning desktop, mobile, tablet, and online applications. For more information visit www.workshare.com or 
follow Workshare on twitter www.twitter.com/workshare.
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WORK. REINVENTED.

Hybrid cloud: A specific data location 
hosted and controlled by the customer 
has the following recommended system 
requirements:

WORKSHARE REQUIREMENTS

Workshare account with User & Data 
control

Hybrid add-on

Configured to communicate with 
custom storage

SYSTEM REQUIREMENTS 
HARDWARE (OR VIRTUAL HARDWARE)

CPU: 4 x 64-bit processors (cores)   

Memory: 8 GB RAM

Network: 1000 Gbps NIC

Microsoft SQL Server database

NETWORK REQUIREMENTS

Static IP address in the DMZ or 
NAT-enabled network

DNS name

Firewall rule allowing connections  to 

IP_ADDRESS on port TCP443

QoS policies not inspecting  
HTTPS traffic

Bandwidth: Minimum 50 Mb/s 
download; 10 Mb/s upload

SYSTEM REQUIREMENTS SECURITY FIRST AND FOREMOST 

No matter what data location or 
deployment option is chosen, personal 
information and digital content is 
encrypted with RC4-128 Secure Sockets 
Layer (SSL) technology in transit.  
In a secure public cloud, Workshare is  
hosted by a range of carefully selected  
and fully accredited data center partners  
across EMEA, APAC, and the US.

Note: In a public cloud deployment, Workshare data center partners are participants in the
Safe Harbor program developed by the U.S. Department of Commerce and the European Union. These 
companies have certified that they adhere to the Safe Harbor Privacy Principles agreed upon by the U.S. and 
the E.U. The Safe Harbor certification for Workshare data center partners can be viewed on the U.S. 
Department of Commerce’s Safe Harbor website. Workshare U.S. data center locations are in Virginia, 
California, Oregon and Nevada.

CONTROL OVER WHO AS WELL AS WHERE 

Workshare provides protection and data 
policy enforcement by only giving authorized 
users access to documents based on Single 
Sign-On (SSO) and Mobile Device 
Management 
(MDM) authentication. Authorized users can 
access their files easily and securely from 
the Workshare desktop and mobile apps, or 
via a web browser.

Figure 2: Storage location in the Workshare Admin Console. Administrators can choose storage locations from the 
dropdown list of Workshare data centers or, with the custom storage location add-on, specify their own location in a 
hybrid cloud deployment model.
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SOFTWARE REQUIREMENTS

Redundant File Storage, e.g. RAID 1 
disk arrays 

Microsoft Windows Server 2012

Valid HTTPS certificate from trusted 
certification authority




